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« 19027000 ,% 7| & &

— ISO/IEC 27001:2006 — ISM S requirements,

— I1SO/IEC 27002:2005 — Code of practice for information security
management;

— |ISO/IEC 27003 — | SM S implementation guidance (Final Draft
| nternational Standard);

— ISO/IEC 27005:2008 — Information security risk management;
— |1SO/IEC 27006:2007 — Accreditation requirements;
— ISO/EC 27007 — | SM S auditing guidance (Working Draft);

— I1SO/IEC 27011:2008 (ITU-T X.1051) — Information security
management guidelines for telecommunications organizations based on
|SO/IEC 27002
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« Information security governance (Study Period)
- FRAFLFTAX > E IR R 2 R
 Sector-Specific ISVIS Sandards for the World Lottery Association
(Sudy Period)
- PEAEZFTRE 245 - MEEARER
« Information security for Critical Infrastructure — Sector-specific
guidance (Sudy Period)
- R TS 2 9
« 1SM guidelines for e-government services (New work item proposal)
- TR AR B AL B2 R
 Information security management: sector to sector interworking and
communications for industry and government (New work item proposal) ° 3%
i qLFF 7 “n‘** <~ i+ N6620revl °

- R TRE 2R B
« Guidance for auditors on ISMS controls ( New work item EroEosaI ) 3

A1~ MR - B3R © 2008 F:M T ¥ R g



)

e

I

I

1S0 JTC1 SC27 WG4 TR /%

Potential
impact

* Errors in risk assessments

* Undisclosed TVE

* Side effects of other
failures/incidents

» Changes in system environment
* Simply not aware that risk exists

Easily

exploitable
Unidepysie:
Vul Ntifieq

nerabilitie
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Prepare to respond,;
eliminate or reduce impact

Risk manage; Prevent

occurrence; Reduce impact

of occurrence

Investigate to establish
facts about breaches;
identify who done it and

what went wrong .

A1~ MR - B3R
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* Roadmap Framework

Unknown and
emerging security
issues g

Known security
issues

Security breaches

p— .
and compromises
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« Standards for Unknown and emerging security 1ssues

— ISO/IEC 27031 — Guidelinesfor ICT readiness for
Business Continuity (Working Draft);

— ISO/NEC 24762:2008 — Guidelines for ICT disaster
recovery services,

— |SO/IEC 18043:2006 — Selection, deployment and
operations of intrusion detection systems (IDS);

— ISO/IEC TR 18044.2002 — Information security incident
management. In the April 2008 meeting, the working group
has further proposed that this technical report be revised
and elevated to become an |S and

— |SO/IEC 27032 — Guidelines for cybersecurity (Working
Draft)

6
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« Standardsfor Known security issues

— | SO/IEC 18028:2005/6 — Network Security (parts 1 to 5), ¢ &

BpoiE aiBic, AkE D 51SO/INEC 27033 (parts 1
to 7) &

| SO/IEC 27034 — Application security » ¢ #2 T2 d 2 8¢
PHABRER R AL F 2 PR R

|SO/IEC TR 14516 (ITU-T X.842) -~ Guidelines on use and
management of Trusted Third Party services (TTP)

|SO/IEC 15945 (ITU-T X.843) — Jecification of TTP services
to support the application of digital signatures

| SO/IEC 15816 (ITU-T X.841) — Security information objects for

access control

| SO/IEC TR 29149 — Best practice on the provision of time-

stamping services (new project starting in Oct 2008 ,
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« Sandards for Security Breaches and compromises
- PR SrWGARR RS R BT R R T
i#(7 o @ & k& I National Bodyit %44t [ e i s
FEHACERS | RFLY B 2 FY
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S . Reference to ISO/IEC 24762,
ICT Readlness for Business i \Vulnerability Mgmt, IDS, &
COﬂtIﬂQlt (27031) Incident Response related standards ~ :i*

. Anti-Spyware, Anti-SPAM, Anti-
Cybersecurity (27032) b Phishing, Cybersecurity-event
2 I:zcoordlnatlon &, mformatlon sharlng _____

& 1SO 18028 revision; WD for new Part
Network Securlty (27033) ' 1,2, 3;, &4.; New Study Period on
. ....Incident Categorlzatlon & - ::.:=..::..:-.§:-5-5-5::*'
“Classification™
. WD for Part 1

Application Security (27034)

0 . k. New Study Period proposed;
TTP Services Securlty F Includes outsourcing and off-shoring

Securlty R Rt R TSP ;f;.__::_::_;__;-_f-g-E:E'E..

& New Study Period on Evidence

Forensic Investlgatlon F Collection & Digital Forensic
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« |SO/IEC 27032 — Guidelines for Cybersecurity
(Working Draft)

5. Overview

— Information Security, Network Security, Internet Security, CIIP,
Cybersecurity

6. Roles of Users, Organizations, and Service Providersin
Cybersecurity

/. Countermeasures against Social Engineering Attack
8. Framework of Information Sharing and Coordination

9. Cybersecurity Readiness
— 9.1 Darknet Monitoring
— 9.2 Snkhole Operation
— 9.3 Traceback .
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